
A comparison of 
the benefits of 
Terraform and 
CloudFormation 
in different 
scenarios 
Author: 
Vasil Petrov 
Cloud Infrastructure Engineer
HeleCloud

March, 2020



2

Table of Contents

Abstract 3

Introduction 3

1. Language 3

2. Multi-Cloud Compatibility 4

3. Visibility 5

4. Flexibility 6

5. Drift Detection 6

6. Adopting Existing Cloud Resources 7

7. Terraform Modules vs. Nested Stacks 7

8. Multiple Accounts / Region Deployments 8

9. Zero-time Deployments 8

10. Available Resources 9

11. Nice-to-Have/ Advanced Features 9

Conclusion 10

References 10



3

Abstract
The purpose of this whitepaper is to provide insight into the capabilities and strengths of HashiCorp 
Terraform and AWS CloudFormation in different scenarios and use cases.

Introduction
As a Cloud consulting company, choosing the right tools for building and maintaining Infrastructure as 
Code (IaC) environments is critical for our business. Our main area of experience is the Amazon Web 
Services (AWS) platform, the dominant Public Cloud Services Provider.

We will consider in the table below a number of areas below for the purpose of comparing and conclude 
with the selection of the best tool for Infrastructure and Code – AWS CloudFormation or HashiCorp 
Terraform. 

1. Language

HashiCorp Terraform AWS CloudFormation

 ■ Terraform uses HashiCorp Configuration 
Language (HCL) developed to strike a 
balance between human-readable and 
machine-friendly languages.

 ■ Terraform has a rich set of string 
interpolations and built-in functions, 
including conditionals and loops, which allow 
modelling complex logic in Domain-Specific 
Language (DSL) without having to resort to a 
fully-fledged programming language.

 ■ From a programming point of view, 
CloudFormation allows using common 
programming languages, such as Python, 
Java, Ruby Go and more via the AWS software 
development kits to interact with the 
CloudFormation API.

 ■ The core pieces of CloudFormation are simple text 
file written in JSON or YAML.

 ■ Code snippet of the HCL: 
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 ■ Code snippet of CloudFormation JSON configuration template:

2. Multi-Cloud Compatibility

HashiCorp Terraform AWS CloudFormation

 ■ Terraform can support multiple providers 
including AWS, Microsoft Azure, Google Cloud, 
OpenStack and Alibaba Cloud. 

 ■ Having a single tool managing resources spread 
across multiple Cloud environments limits the 
overhead of embedding different IaC tools for 
different Cloud providers. 

 ■ For those that need a general-purpose tool, 
Terraform is likely to cut the muster better.

 ■ AWS CloudFormation is a native IaC service for 
provisioning and managing infrastructure re-
sources.

 ■ As a tool it is more suitable to run only with AWS; 
managing existing CloudFormation templates or 
using AWS Managed Services.
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3. Visibility 

HashiCorp Terraform AWS CloudFormation

 ■ With versions release 0.12.x, Terraform had made 
a huge improvement to the error messages.

 ■ It provides you with the exact line of code where 
the error resides and a snippet of the terraform 
code.   

 ■ With the improved error messages, detecting, 
debugging and resolving issues is much easier 
now. 

 ■ As a managed AWS service, CloudFormation has 
limited visibility.

 ■ It allows for the rolling back changes when 
is unable to deploy successfully all resources 
defined in the CloudFormation stack template.

 ■ Example output of Terraform error messages:

 ■ Example of CloudFormation rollback feature:
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4. Flexibility 

HashiCorp Terraform AWS CloudFormation

 ■ Adapting to changes is one of the strengths 
of Terraform. Let’s take the following use 
case, defining a “simple” service inside a 
single file; months later we realise that the 
“simple” service is not so simple at all. The 
solution would be to refactor the code into 
smaller parts, for example in modules. 

 ■ Avoids the need to redeploy the entire 
infrastructure, because of refactoring your 
code. 

 ■ Allows the refactoring of code without factoring 
any downtime. AWS documentations have rich 
examples of how to refactor your code step-by-
step.

 ■ In general, people find refactoring JSON or YAML 
syntax a bit more complicated rather than 
Terraform HCL 

 ■ We must note that different companies have 
different preferences for defining resources.

 

5. Drift Detection 

HashiCorp Terraform AWS CloudFormation

 ■ Most helpful when teams want to perform 
drift detection before any changes to be 
done to the infrastructure. 

 ■ Terraform provides advanced lifecycle hooks 
to make drift detection possible.

 ■ Most appropriate where checking for drifts on 
every create, update or delete API call in not 
necessary.

 

 ■ Example of CloudFormation drift detection output: 
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6. Adopting Existing Cloud Resources

HashiCorp Terraform AWS CloudFormation

 ■ Terraform is suitable in cases where we want 
to adopt manually created Cloud resource 
under Terraform management.

 ■ Terraform gives the team the ability to 
adopt existing Cloud resources, which were 
created manually and import them into the 
state file. We can start managing existing 
Cloud resources without the need for any 
downtime. The tricky part here is that we 
must prepare the necessary code, because if 
we don’t do it, the next time we execute plan 
or apply commands, terraform will want to 
destroy them.

 ■ Until recently CloudFormation was not able to 
adopt existing resources but managed to catch 
up with this great feature.

 ■ Most of the steps during the importing of an 
existing Cloud resource are done through the 
CloudFormation GUI.

7. Terraform Modules vs. Nested Stacks

HashiCorp Terraform AWS CloudFormation

 ■ Modules are code template are easily shared 
between multiple stacks. With Terraform, we 
can place our modules in a git repository 
and use semantic versioning to reference it. 
Anyone with access to that git repository can 
reuse the common terraform modules.

 ■ Nested stack files are stored to put them inside 
S3 bucket, which lacks all the familiar benefits. 
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8. Multiple Accounts / Region Deployments

HashiCorp Terraform AWS CloudFormation

Terraform provides few options that allows us 
to achieve multiple account and/or regions 
deployments:

 ■ You can have different states and 
variables configurations for each 
account(environment). That are provided in 
during each terraform apply execution.

 ■ Terraform provider alias is a functionality 
that allows you to define all your accounts 
and related roles that will be used for 
deployments and then run pre-defined 
modules against thus aliases.

 ■ Terraform workspaces is a concept 
previously known as “environments” in 
version 0.9. This feature provides the ability 
single configuration to have multiple named 
workspaces, allowing multiple states to 
be associated with a that single terraform 
configuration.  

 ■ In July 2017, AWS announced CloudFormation 
StackSets in response of the high demand 
customer requests for ability to deploy 
CloudFormation Stacks from one central place to 
multiple accounts and/or regions. 

 ■ StackSets enable you to create, update, or delete 
stacks across multiple accounts and regions in a 
single operation. 

Using an administrator account, you define and 
manage an AWS CloudFormation template, and use 
the template as the basis for provisioning stacks into 
selected target accounts across specified regions.

 

9. Zero-time Deployments

HashiCorp Terraform AWS CloudFormation

 ■ Although Terraform can perform zero-time 
deployments thangs to null resources and 
provisioners (local-exec and remote-exec), 
the official documentation recommends 
using them as a last resort.

 ■ The reason why Terraform is not 
recommending using null resources and 
provisioners is that Terraform loses context 
what the provisioner would do to the local/
remote machine and what would be the 
outcome. 

 ■ CloudFormation is suitable where zero-time 
deployments are required. A great example 
would be rolling updates on AWS with Elastic 
Load Balancer.

 ■ CloudFormation zero-time deployment is possible 
thangs to python helper scripts, in particular 
“cfn-signal” helper script, which waits for an 
event to happen for the deployment to continue.
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10. Available Resources

HashiCorp Terraform AWS CloudFormation

 ■ Terraform is suitable in cases where 
we want as many available resources 
as possible out-of-the-box, without any 
additional effort from our side. Form the 
official documentation we could see a 
rich set of available AWS resources. 

 ■ Terraform is able to update its providers 
as soon as there is available or updated 
SDK. Also, we could always check if 
there is a new version of the provider by 
executing “terraform init” command.

 ■ CloudFormation, on the other hand, has less 
available resources out-of-the-box, but has a 
secret weapon called – “CloudFormation Custom 
Resource”.

 ■ A custom resource is a Lambda function, which 
interacts with an AWS API and allows us to manage 
a resource before CloudFormation to officially add 
support for it.

 ■ The lambda function can be written in Java, Go, 
PowerShell, Node.js, C#, Python and Ruby

11. Nice-to-Have/ Advanced Features 

HashiCorp Terraform AWS CloudFormation

 ■ Includes Policy as Code (PaC) methodology 
for our Infrastructure as Code 
environment. 

 ■ PaC can ensures compliance standards 
such as PCI-DSS, SOC or GDPR against our 
IaC environment before any resources to 
be deployed.  

 ■ Also, PaC can enforce security policies 
such as ensuring only certain applications 
to run on a public network or expose 
specific ports to the Internet. 

 ■ Currently, Sentinel the HashiCorp tool for 
Policy as Code is available and embedded 
only in Terraform enterprise products, an 
example would be Terraform Cloud and 
Terraform Enterprise.

 ■ Use CFN Linter, an open source tool that helps us to 
validate your templates not only against synaxis, but 
also checking valid values for resource properties, 
best practices or custom checks. 

 ■ CloudFormation is suitable for people which have a 
solid programming background. CloudFormation has 
an AWS Cloud Development Kit (CDK), which allows 
deploying Cloud infrastructure using the programming 
language, which we feel most comfortable.  

 ■ AWS CDK is a software development framework for 
defining Cloud infrastructure in code and provisioning 
it through AWS CloudFormation in the background.  

 ■ Supported programming languages for AWS CDK are: 
 ■ JavaScript
 ■ TypeScript
 ■ Python
 ■ Java
 ■ C# 

 ■ Ability to deploy applications using the Serverless 
Framework.
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Conclusion
When deciding between two powerful Infrastructure as Code tools, choosing one over the other is a 
difficult decision. What it comes down to is the confidence and comfort for the user of using each tool.
Personally, as a business we prefer to use Terraform and we use it more often in customer projects as 
well as internally.
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